
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

� INTRODUCTION 

Risk analysis proceeds from threat assessment to threat evaluation to the 
selection of security countermeasures designed to contain or prevent that risk. In 
this process, one of managementÊs most valuable tools is the security survey. A 
security survey is essentially an exhaustive physical examination of the premises 
and a thorough inspection of all operational systems and procedures. Such an 
examination or survey has as its overall objective, the analysis of a facility to 
determine the existing state of its security, to locate weaknesses in its defenses, to 
determine the degree of protection required, and ultimately to lead to 
recommendations for establishing a total security program. 
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LEARNING OUTCOMES 
 
By the end of this topic, you should be able to: 

1. Explain the need of security survey; 

2. Describe the attitude of business towards security; 

3. Explain the benefits of security survey and risk assessment; and 

4. Describe the job functions of various administrative staff and 
essential security measures in a security management office. 
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Motivation to set the survey in motion should come from top management to 
make sure that sufficient funds for the undertaking are available and to guarantee 
the cooperation of all personnel in the facility. Since a thorough survey will 
require an examination of procedures and routines in regular operation and an 
inspection of the physical plant and its environs, managementÊs interest in the 
project is of the highest priority. The survey may be conducted by staff security 
personnel or by qualified security specialists employed for this purpose. Some 
experts suggest that outside security people could approach the job with more 
objectivity and would have less of a tendency to take certain areas or practices for 
granted, thus, providing a more complete appraisal of existing conditions. 
 
Whoever undertakes the survey should have training in the field and should also 
have achieved a higher level of ability. It is also important that at least some 
members of the survey team be totally familiar with the facility and its operation. 
Without such familiarity, it would be difficult to formulate the survey plan, and 
the survey itself must be planned in advance to make the best use of personnel 
and to study the operation in every phase. 
 
The aim of the risk management-to manage risk successfully at the least possible 
cost-cannot be accomplished without reducing, through a total management 
commitment, the number of incidents that lead to losses. It must be identified, 
before any risk can be eliminated or reduced. One proven method of getting this 
task done is the security survey. Security survey can be defined as „The primary 
vehicle used in a security assessment. . . . The survey is the process whereby one 
gathers data that reflects the who, what, how, where, when and why of the 
clientÊs existing operation. The survey is the fact-finding process.‰ 

 AUDITING DEFINED 
 

According to a report published in 2004 by KPMG Forensics in their third 
biennial survey of fraud in Malaysia, cost of fraud and abuse to Malaysia is quite 
astonishing. 36% of companies suffered total losses of RM 10,000 to RM 100,000 to 
fraudulent conduct in the survey period while 17% suffered losses in excess of 
RM 1 million (the „survey period‰ is the period from January 2003 to December 
2004). Good internal controls (44%), management investigation (37%) and 
internal audit review (29%) rank highly as methods of fraud detection. 87% of the 
frauds were perpetrated internally [non-management employees (69%) and 
management employees (18%)]. This was a decrease of 10% from the 2002 survey. 
Inadequate internal controls and collusion between employees and third party 
were cited as the most common reason giving rise to fraud. The four most 
common prevention methodologies were indicated as being review and 

9.1 
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improved internal controls, improved security measures, pre-employment 
screening and establishing a corporate code of conduct/ethics. 30% of the 
respondents that experienced fraud indicated that „red flags‰ or warning signs 
which should have alerted respondents to the fraud were ignored by either 
management or supervisory personnel. Secret commission/kickbacks (25%) and 
lapping & kiting (21%) were the two most common types of fraud encountered. A 
comparison with the last survey showed an increase of 15% in secret 
commission/kickbacks and 5% in lapping & kiting. The typical fraudster is 
generally the male within the age group of 26-40 years and has an annual income 
of RM 15,000-RM 30,000. Most frauds reported by respondents were committed 
by individuals employed between 2-5 years.  
 
The survey results show that the crime losses far exceed the losses to business 
caused by fire and industrial accidents. One professional security organisation 
estimates that the annual loss to business from fraud and abuse is twice as great 
as the total of all business losses due to fire and accident! 
 
In Malaysia alone, estimates of the cost of fraud vary widely. No recent 
comprehensive studies could be found that empirically measured the economic 
effects of fraud and abuse. In addition to the direct economic losses to the 
organisation from fraud and abusive behavior, there are indirect costs to be 
considered: the loss of productivity, legal action, increased unemployment, 
government intervention, and other hidden costs. 
 

 

 
 
 

1. Why does a company need security survey? State reasons.
 
2. Who can better perform the security survey for a company? Give 

reasons in support of your answer. 

SELF-CHECK 9.1 

Prepare a questionnaire for conducting security survey in a company. 

ACTIVITY 9.1 
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 ATTITUDE OF BUSINESS TOWARDS 
SECURITY 

In broad-spectrum, if we try to find out about the attitude of the business houses 
and big companies, we find that most businesses will take the necessary 
precautions to protect themselves against the entry of burglars and robbers into 
their premises. To the highest degree most of the companies and organisations 
will also give protection to high-value areas, like computer centers, precious-
metal storage areas, vaults, and any other place where money is the main 
product, like banks and casinos. A number of businesses, nevertheless, still do 
not concern themselves with protection against unauthorised access to their 
premises-yet 75% to 85% of external theft is directly attributable to this source. 

 
In the same fashion, if the cost of security protection is taken as a capital expense 
or a yearly expenditure and as dropping the profit line, we can expect the person 
in charge of that facility to authorise only the minimum and least expensive 
security protection possible. If, on the contrary, security is needed by corporate 
management or mandated by clients or the other governmental agencies 
overseeing industries engaged in sensitive government contracts, we can see the 
plant managers installing security protection without bothering about the costs. 
 
This latter proposition gives rise to another problem. A good number of plant 
managers do not have the most blurred idea what kind of security they need for 
adequate protection. For sensitive government contract work, security guidelines 
are sometimes available. Nevertheless, many managers have fallen prey to the 
sales pitches of security manpower and hardware salesmen who proposed 
package deals guaranteed to solve all problems. Due to this, we constantly 
encounter security programs that overemphasise manpower (guards) or 
hardware (alarms or electronics) when the proper solution to the problem is an 
effective use of the two, coupled with adequate written procedures to deal with 
the most common happenings or eventualities faced in the real day to day 
business. Life becomes knotty only if we allow it to. 

 WHAT CAN A SECURITY SURVEY 
ACCOMPLISH? 

If the company or organisation has a security plan, the survey can show the real 
picture and statistics whether the plan is up to date and adequate for the purpose 
it has been implemented. Experience has shown that many security plans were 
established as the needs of the hour dictated; most were developed without 

9.3 
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considering to centralisation and coordination. On review, a number of such 
plans are patched-up, crazy-quilt affairs. Generally the policies, procedures, and 
safeguards need to be brought together and consolidated so that the component 
parts complement, not disagree with, one another. If the organisation has no 
security plan, the survey can establish the need for one and develop proposals for 
some or all of the security services commonly found in industrial settings. By 
conducting a comprehensive survey of the entire organisation-its operations and 
procedures-one can identify critical factors affecting the security of the 
organisation. The next step is to analyse the vulnerabilities and recommend cost 
effective protection. The survey should also recommend, as the first order of 
business, the establishment of policies and procedures to, as a minimum: 
 
(a) Protect against internal and external theft, including embezzlement, fraud, 

burglary, robbery, industrial espionage, and the theft of trade secrets and 
proprietary information. 

(b) Develop access-control procedures to protect the facility perimeter as well 
as computer facilities and executive offices located inside. 

(c) Establish lock and key-control procedures. 

(d) Design, supervise, and review installation of anti-intrusion and detection 
systems. 

(e) Establish a workplace violence program to help corporate personnel deal 
with internal and external threats. 

(f) Provide control over the movement and identification of employees, 
customers, and visitors on company property. 

(g) Review the selection, training, and deployment of security personnel, 
proprietary or contract. 

(h) Assist in the establishment of emergency and disaster plans and guidelines. 

(i) Identify the internal resources available and needed for the establishment of 
an effective security program. 

(j) Develop and present instructional seminars for management and operations 
personnel in all the previously listed areas. 

 
The list above is by no means all-inclusive. It does, nevertheless, set forth some of 
the most frequently needed programs and systems recommended for 
development by security surveys that has been conducted. 
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 SECURITY SURVEY AND RISK 
ASSESSMENT 

Figure 9.1 shows an example of a security survey and risk assessment. This 
survey and risk assessment will allow you to determine:  
 
(a) Type and scale of risk 

(b) Trends or patterns in incidents involving your organisation 

(c) Security measures required  

(d) Efficiency of your chosen security measures  

(e) Fire drill is compulsory for hotel industry at least once a year in accordance 
to Fire Services Act 1988 (Act 341) and Regulations. It also states that every 
designated premise shall require a fire certificate. A fire certificate shall be 
renewable annually. 

 
Complete the three-part assessment that analyses: 
 
(a) Incidence of crime  

(b) Environment and buildings  

(c) Effectiveness of security measures 
 
Based on your level of threat, the assessment recommends appropriate security 
measures for your school. Completing the survey should take 3 minutes. You will 
be asked questions on incidence of crime in the past 12 months, security measures 
employed and the school environment and buildings.  
 
(a) PPart 1: Incidence of Crime  
 This section assesses the type, scale, and patterns of incidents that have 

occurred in the last 12 months. This part of the risk assessment can be based 
on a log of reported incidents. If your school does not yet have a reporting 
procedure, a more subjective assessment will have to be made, possibly 
based on discussion with the local police crime prevention officer. 

 
(b) PPart 2: Environment and Buildings  
 This section of the survey assesses the environmental and building factors 

that contribute to school security. 
 
 

9.4 
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(c) PPart 3: Security Measures  
 This section assesses the effectiveness of security measures employed. 
 

 The items in parts 2 and 3 can (for the most part) be assessed by a walk-
through survey of the school. 

 

 Each item in the assessment is graded from 0 to 5 points. A score of 0 
indicates a low security risk, 5 a high security risk.  

 

 

 

Example: In the example below, if your company has had no cases of trespass 
reported in the last 12 months, then the risk would be perceived as low and a score of 
0 would be recorded. 
 

Low Risk    0   1   2   3   4   5    HHigh Risk  

1. Trespass 

No cases of trespassers on the 
companyÊs grounds �  �  �  �  � Trespassers commonly on company 

grounds 

If, however, your company has no fence or an incomplete fence, resulting in children 
playing or people walking their dogs in the company grounds, then the score could be 
3 or higher: 
 

Low Risk    0   1   2   3   4   5    HHigh Risk  

1. Trespass 

No cases of trespassers on 
companyÊs grounds or 
premises 

�  �  �  �  � 
Trespassers commonly on 
companyÊs grounds or premises 

Part 1 - Incidence of crime in the last 12 months  

Low Risk    0   1   2   3   4   5    HHigh Risk  

1. Trespass 

No cases of trespassers in 
companyÊs premises �  �  �  �  � Trespassers commonly in companyÊs 

premises 

2. Vandalism 

No cases of trespassers in 
companyÊs premises �  �  �  �  � Trespassers commonly in companyÊs 

premises 

3. Theft/burglary  

No cases of theft or burglary �  �  �  �  � Frequent theft or burglary 

Contd... 
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4. Fire 

No arson attacks in the locality  
�  �  �  �  � 

CompanyÊs or other building 
in locality has suffered a 
number of arson attacks  

5. Attacks on staff or pupils  

No attacks or threats reported 
�  �  �  �  � Attacks inside the company 

or vicinity of the company 

6. Drug/solvent abuse 

No problems reported 
�  �  �  �  � Company or locality problem 

with drug or solvent abuse 

 
Part 2 - Environment and buildings 
 

1. Incidence of crime in surrounding area 

No cases of trespassers in companyÊs 
premises �  �  �  �  � Locality has high crime rate 

(as reported to police) 

2. School overlooked by roads and/or houses 

Grounds overlooked by busy roads or 
housing �  �  �  �  � Unobserved grounds 

3. Boundaries, fences and gates 

Boundaries well defined, with fences 
and gates preventing all but 
determined intruders 

�  �  �  �  � 
No fences or gates to prevent 
unauthorised access 

4. Entrances 

Clear entrances with signs directing 
visitors �  �  �  �  � Unclear or multiple entrances 

5. Organisation at entrances and visitor control 

Pass system in operation with badges 
issued to all visitors �  �  �  �  � No system of recording 

visitors 

6. Car parking 

Car parks well lit and overlooked 

�  �  �  �  � 

No safe place to park, car 
parks unlit and not 
overlooked (e.g. surrounded 
by trees) 

 

Contd... 



 � TOPIC 9 SECURITY SURVEY AND OFFICE ADMINISTRATION 142 

 

 
 
 
 
 
 
 
 

 

7. Condition and appearance of buildings 

Buildings well maintained 
with no graffiti or vandalism �  �  �  �  � Buildings well maintained with no 

graffiti or vandalism 

8. Detached and temporary buildings 

No detached buildings apart 
from main block �  �  �  �  � Many detached buildings, including 

temporary work places 

9. Recesses and internal courtyards 

No places for intruders to hide 
and break in unobserved areas �  �  �  �  � Numerous places for intruders to 

hide and break in unobserved areas 

10. Security of exit doors 

Doors secure against all but 
the most determined intruders �  �  �  �  � Fire exit doors easily forced, 

inadequate locks 

11. Security of windows and roof-lights 

Windows and roof-lights 
protected against intruders �  �  �  �  � Windows and roof-lights provide 

easy access for intruders 

12. Presence of valuable equipment that is easily stolen and sold on 

Few computers, TVs and 
video cassette recorders �  �  �  �  � Many computers, keyboards, fax 

machines, camcorders, etc. 

13. Fire precautions 

Buildings have adequate fire 
compartmentalisation and 
fire/smoke barriers and doors 

�  �  �  �  � 
Overly large fire compartments and 
lack of fire/smoke barriers and 
doors 

14. Community ethos and support for school 

Strong community and parent 
support for security, e.g. active 
PTA 

�  �  �  �  � 
Insignificant parent or community 
involvement 

15. Out-of-hours use of school facilities 

No reported problems. 
Security benefit from out-of-
hours use �  �  �  �  � 

Many security problems due to out-
of-hours use. Special risks (e.g. 
evening classes, libraries, sports 
clubs, community use, etc.) 

 

Contd... 
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Figure 9.1: Example of a security survey and risk assessment 

 

 

Part 3 - Security measures 
 

1. School-watch scheme 

Efficient system for reporting 
suspicious incidents �  �  �  �  � No scheme in operation 

2. Pupil involvement 

Pupils diligent about reporting 
strangers on premises �  �  �  �  � Pupils have no involvement 

in security 

3. Waste bins 

Waste and recycling bins locked up 
every night �  �  �  �  � Unlocked mobile bins left 

around the school 

4. Security lighting 

Lighting of all entrances, footpaths 
and building facades �  �  �  �  � No lighting 

5. Surveillance 

Efficient surveillance, e.g. CCTV 
covering perimeter, or security 
patrols 

�  �  �  �  � 
No system 

6. Intruder alarms 

System using intruder detectors on all 
ground floors, perimeter and 
vulnerable rooms 

�  �  �  �  � 
No system 

7. Fire detection system 

Automated and linked to central 
control room �  �  �  �  �  

8. Property marking and storage 

All valuable property marked and 
kept in a secure store or secured 
locally 

�  �  �  �  � 
No markings on property 

9. Cash handling procedures 

Secure methods in operation �  �  �  �  � Procedures lacking 
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 SECURITY PROFESSIONAL 
 

Losses due to many causes go on to represent a problem of major proportions for 
business and industry. The services of security professionals can help in 
eliminating, preventing, or controlling an organisationÊs losses where they are 
required. The proper application of protection methods to minimise loss 
opportunity promises the capability not only to raise the net profits of business 
but also to reduce to the frequency of most disruptive acts.  

 FUNCTIONS OF SECURITY MANAGEMENT 
ADMINISTRATION 

The following sections explain on the functions of various administrative staff in 
security management office. 

9.6.1 Supervision/Office Management 

In addition to the traditional and necessary supervisory responsibilities, such as 
performance evaluations, training, discipline, and scheduling, the supervisor of 
the overall office activities would be responsible for the following: 
 
(a) Monitoring the daily workflow to ensure that everything is following plan. 

(b) Coordinating activity between the various functions. 

9.6 

9.5 

1. How can one identify critical factors affecting the security of the 
premises or operation? 

 
2. What do you mean by security survey and risk assessment? 

SELF-CHECK 9.2 

There is problem of trespassers in your college campus who disturb 
students in their study, you want to stop this. Write a letter to your 
collegeÊs security officer suggesting him measures to curb this problem. 

ACTIVITY 9.2 
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(c) Assigning tasks and special projects. 

(d) Projecting supply needs, then ordering and controlling supplies. 

(e) Arranging for maintenance and servicing of office equipment. 

(f) Personally overseeing special projects, including doing such projects 
himself or herself. 

(g) Ensuring security of records and files. 

(h) Arranging for replacement of absent office personnel, reassigning their 
functions to others, or filling in temporarily himself or herself. 

(i) Inspecting work to ensure standards are maintained. 

9.6.2 Secretarial 

The secretarial function primarily services departmental management. In a large 
organisation, there may be an executive secretary (personally serving the Security 
Director or Manager) as well as an office manager. Secretarial service usually 
includes the following functions: 
 
(a) Coordinating appointments. 

(b) Preparing managerial correspondence. 

(c) Assembling and presenting those documents requiring executive signature, 
such as invoices, expense and travel vouchers, and so forth. 

(d) Gathering data as requested for budgetary submissions or explanations. 

(e) Screening calls to management and rerouting if appropriate. 

(f) Gathering files, reports, and statistics as requested for specific managerial 
needs. 

(g) Arranging for travel accommodations for management and/or other 
security employees. 

(h) Acting as a communication link between the organisation and management 
when management is not in the office. 
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9.6.3 Reception 

The employee who serves as a receptionist, whether a man or a woman and 
whether in uniform or in regular office attire, should be well groomed, perhaps 
even exceptionally so because of the functionÊs high visibility and the impression 
that the person makes on the public. If the function is more that of a telephone 
receptionist, telephone answering training (offered by local phone companies) 
should be required before assignment to the phone board or desk.  
 
People rarely come to or call the Security Department with good news. Persons 
assigned to the receptionist function should be pleasant and courteous in person 
and have a „smile‰ in their voices. 
 
Receptionist duties may include the following: 
 
(a) Knowing the names and responsibilities of all personnel in an investigative, 

supervisory, or managerial position. 

(b) Knowing the current status of such personnel throughout the day, that is, at 
lunch, in a meeting, and so forth. 

(c) If the caller is vague as to the party he or she wants, determining the nature 
of the call and routing it accordingly. 

(d) Taking messages for those not in and ensuring that messages get to the 
proper party in a timely manner or routing the caller to the absent personÊs 
voice mail. 

(e) „Matching up‰ visitors or callers with the appropriate party. 

(f) Having guests sign visitor ledger and obtain visitor badge, if required. 

(g) Accomplishing sundry light tasks during slow periods, such as matching 
trailer security seal numbers against manifests, logging data, and so forth. 

9.6.4 Clerical 

Generally, the clerical function is usually filled by such a person who has a range 
of office skills as well as the proficiency in the use of the personal computer and 
word processing. This person is the office „generalist,‰ and this is a fundamental 
office function. A sampling of clerical activities includes the following: 
 
(a) Transliterating recorded field reports into proper official documents. 

(b) Assembling the contents of a given file into the standard format. 
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(c) Feeding incoming data on correct forms or charts for later compilation. 

(d) Converting collected statistical data into charts or forms for duplication and 
distribution. 

(e) Processing, sorting, and distributing forms and documents as needed.  

(f) Inserting and retrieving computer data. 

(g) Preparing an index card for each name processed through Security, with 
appropriate source reference in case a manual system is being used, or 
making entries into the appropriate file database, if computers are being 
used. 

(h) Preparing memoranda, notices, instructions, orders, and training materials 
for duplication and distribution. 

(i) Acting as relief for secretary, receptionist, records clerk, and mail clerk. 

 SECURITY RECORDS 
 

Records and the records maintenance programme are relegated to a low status, 
but in reality the record function is the most essential part or can be said that 
spine of a security organisation. The records of a Security Department, whether 
paper or electronic documents, constitute the detailed summation or historical 
recordings of all security-related events chronologically. So that the reader may 
better understand the scope and significance of this function.  
 
Following is a list of the types of records that may be found in a security records 
section: 
 
� Company arrest records of all non-employees. 

� Company arrest records of employees. 

� Employee security terminations for violation of policy, rules, or regulations. 

� Open investigation files. 

� Accident/injury reports. 

� Company arrest records of all non-employees. 

� Company arrest records of employees. 

� Construction, blueprints, and so forth on company properties. 

� Contractor and supplier files. 

9.7 
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� Correspondence files. 

� Document files (usually exception or „authorised OK‰ forms). 

� Emergency procedure files. 

� Employee security terminations for violation of policy, rules, or regulations. 

� Equipment and resource files. 

� Fidelity bonding file. 

� Files of training materials. 

� Files on former security personnel. 

� Files on truck schedules and security seal numbers. 

� Master indices (master database). 

� Memo reference files. 

� Open investigation files. 

� Report on number of Operation Order being prepared in respect of 
deployment of security personnel during major event. 

� Report on room tout, for hotel industry. 

� Report on undesirable characters. 

� Reports on all arson attacks against the company. 

� Reports on all bomb threats. 

� Reports on all burglaries against the company. 

� Reports on all daily patrol activities. 

� Reports on all fraud, counterfeit, or impostor incidents. 

� Reports on all intrusion, waterflow, fire, or other security-monitored alarms. 

� Reports on all major thefts. 

� Reports on all obscene phone calls. 

� Reports on all suspicious circumstances. 

� Reports on all vandalism or malicious mischief. 

� Security attendance files. 

� Security intelligence files (undercover reports, information received). 

� Special events files. 
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The foregoing list in no way a complete records configuration nor does it suggest 
that every security organisation needs all such categories. It does illustrate the 
wide spectrum of possible categories that a Security Department may be required 
to retain. 

 SECURITY OFFICE 
 

The security office is the storehouse of a vast amount of information, factual and 
otherwise. All of this data must be categorised as highly confidential and 
demands security. There are three aspects of security in regard to this 
information: one is personnel, the second is physical, and the third is electronic. 
The people who are hired to work in the office administration area of a Security 
Department should undergo precisely the same degree of thoroughness in the 
background investigation as any other security employee. The sensitivity of 
information entered in the files, even in the kind of company not engaged in 
national defense or other highly sensitive activities, requires maximum security, 
even if only from a company liability point of view. Proper physical security 
necessitates that all filing cabinets be equipped with a lock. Electronic protection 
requires the assignment of authorised access codes into computerised files, 
including, of course, the capability of interrogating the system to determine who 
accessed which files and when.  
 

 

 
 
 
 
 

9.8 

1. What are the functions of office administration in security 
management and security survey? 

 
2. Explain the significance of office security. 

SELF-CHECK 9.3 

Suggest a measure to the company security in charge for the prevention 
of data theft from your company. 

ACTIVITY 9.3 
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� Security office administration includes six key functions. Each is unique and 

critical. Although it is not always possible that they be performed by different 
people, it is essential that the specific functions do not lose their identities.  

� Supervision covers the day-to-day responsibility for the effective functioning 
of the security office, including planning, provision for supplies and 
equipment, coordination of work assignments, and inspection.  

� The secretarial function provides internal secretarial services for departmental 
management.  

� The clerical role is that of the office "generalist," including data input, filing, 
processing forms and documents, and so forth.  

� The receptionist, as the department's first contact with outsiders, should 
project an image of courtesy and cooperation. The handling of mail is also a 
specific and important responsibility. 

� Records maintenance is a significant part of the security programme. 
Examples include records of arrest, termination, investigation, crimes of all 
kinds, reference material, and equipment and resource files. Whatever filing 
system is used, it must provide accessibility of information with disciplined 
controls.  

� Finally, it is important that principles of security be embodied in the hiring of 
office personnel and in the internal practice of physical and electronic 
security. The physical environment of the security office should reflect the 
importance attached to this function by the company. 

 

 
Control Ledger 

File Control 

Office Administration  

Office Environment 

Office Security 

Risk Assessment 

Security Survey 
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1. What are the six basic functions of security office administration? 

2. Give examples of several of the responsibilities that come under each 
function. 

3. Describe the alpha-alpha and the alpha-numeric systems of filing records. 

4. What is the purpose of the control ledger in an alpha-numeric filing system? 

5. What are the three aspects of security for the office administration area of 
the Security Department? 

 
 
 
 
 
 
 
 
 


